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Overview

The Internet Protocol (IP) has been Some fundamental IP considerations are:

the backbone of the Internet since e |P fundamentally "flattens" systems design creating efficiencies

its inception and now with the evolution in the deployment of existing and new services alike.

to all-IP centred networks and systems, IP has become the one single protocol through which converged solutions
it is fundamental to the development for voice, data and multimedia are deployed.

and deployment of new generation The success of IP has led to the likely depletion of address space,
forcing the development of a next generation IPv6 protocoal,

with enhancements to support the next generation of networks
infrastructures and services. and application services

telecommunications and ICT

For more programmes and courses run by the PDT contact us at:
Tel: +44 (0) 208 600 3800 Fax: +44 (0) 208 600 3819 Email: programmes@cto.int
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Learning outcomes Course content

On course completion, participants will have: Introduction

o Networks and protocols
Development of TCP/IP

TCP/IP features and standards
Protocol layers and the OSI Model

TCP/IP protocol suite and Comparison
ith OSI model

e Acquired a broad understanding of the IP protocol suite

e Explored the different types of IP services and its relevance

e Understood the implications of the evolution to an all IP network

e Acquired a broad understanding of IP network design concepts
TCP/IP protocol suite

o Network Access layer
e Understood various IP applications in modern technologies including o Hardware and protocols
VolP and wireless networks o Network Architecture

o Physical addressing

e Explored concepts around IP & security

e Gained a broad understanding of IPv6 and implications
for migration and future networks e The Internet layer

o Addressing and delivery

o The Internet protocol (IP)

i i o Address resolution protocol (ARP)
Key ObleCtlves and Reverse ARP
e Give an understanding of the nature of the TCP/IP protocol ® Subnetting and CIDR
o Subnetting and Network division

e Explain the IP protocol suite, its applications o Working with subnets

and implications on the management of IP-based systems o CIDR
e Guidance in the use of the IP protocol in the design of secure e The Transport layer

and resilient networks o TCP and UDP

o ] ) ] . o Ports

e Explore the applications, issues and solutions with deploying IP o Firewalls

for wired and wireless services. o
o Application Layer

e Provide an introduction to the next generation IP Protocol (IPv6) o Network services
and explore migration o Communication within Application layer
(APIs)

o |IP Utilities

Who should attend

TCP/IP Networking

The course is of relevance to those involved in planning, deploying, o Connectivity infrastructure
developing and supporting IP based networks and services such as: o Dial-up
o Cable broadband
e Telecom engineers and technicians o DSL
. o ) . o Wide area networks
e Telecom professionals moving into technical management positions o Satellite networks
. . o Wireless networking
e Telecom and IT infrastructure managers and project managers o Mobile date
e Telecom or IT professionals interested in evolution to all-IP networks o Connectivity devices
e Routing
. . o Routers and routing overview
Learning environment o Routing protocols
o Classless routing
The teaching will allow for interactive, cross-learning opportunities involving e Firewalls

working in teams, class exercises and problem solving, and practical

activities using a small set of equipment including desktop computers o Firewall options

o Firewalls rules
o DMZ
o Proxies

Pre-requisites

The course is open to people with no prior knowledge of IP and IP network

Name resolutions
o Host Files

design but a basic understanding of networking and operating a Windows o DNS _ _ _
computer would be essential. o Domain registration
o NetBIOS
o Dynamic DNS
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Course content

Internetwork Design

e C
A

onnectivity
ddressing and naming considerations

Host Configuration (DHCP)
Network Address Translation (NAT)
Network Performance considerations

Network Management

and
e C

P
F
S

Troubleshooting
onnectivity management

Bandwidth management

erformance management
ile transfer and remote copy
ecurity management

IP Security

e S
e S
e S
e S

ecurity Issues

ecuring TCP/IP

ecurity technologies and services
ecurity management

IP applications
e |P and the Internet

o

O O O0OO0OO0O0Oo

e S

O O O0OO0Oo

The World Wide Web (WWW)
URL and URI

HTML and HTTP

Content and Content filtering
Email and email formats
Webmail

Email protocols

Spam and mail filtering

treaming and Multimedia services
Streaming problems
Quality of Service (QoS)
Voice over IP (VolP)
SIP and Evolution to all IP Networks
RTP

® Web services and the New web

o

O O O O

Ecommerce
Instant messenger
Peer-to-Peer
Social networking

Blogging

IP Convergence in Modern Networks

e |P Convergence
e Mobile IP

o
o

Ove

Mobile data services
Mobile Multimedia services

rview of IPv6

® Need for New IP version

e IPv6 Addressing

o IPv6 coexistence with IPv4
e IPv6 with Quality of service

Course programme may change due to late

requ

ests from other registered participants
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Course leader

Dr Forba A. Ngemoh - PhD, BEng.

£ .

-
. Dr. Ngemoh has over 20 years of experience
- in technical infrastructure management, solution
. design, implementation and support.
he has held the position of head
of technical strategy for an IT shared services
venture between three major UK not-for-profit
organisations. Dr. Ngemoh has also successfully
managed the specification, design and delivery of numerous IP based
WAN infrastructure and solutions, including cable and satellite
broadband, MPLS, GPRS, VolP and VPN based networks for clients
in the UK and Africa.

He holds a PhD and BEng in engineering from Kings College,
University of London, and provides regular training to staff and
presentations to senior managers.

Hosted by:
Solomon Telekom

In partnership with:
Telecommunications Regulatory Board
of Cameroon

About the CTO

The Commonwealth Telecommunications Organisation (CTO) is an
international development partnership between Commonwealth and
non-Commonwealth governments, business and civil society
organisations.

It provides the international community with effective means to help
bridge the digital divide and achieve social and economic development
through the use of Information and Communication Technologies
(ICT) in the specific areas of Telecommunications, IT, Broadcasting
and the Internet.

About the programme for development
and training (PDT)

Managed by the CTO, the PDT is a unique low-cost membership
programme providing needs-based professional training and capacity
building courses on telecommunications policy, regulation, technologies
and telecoms business management.

The PDT has delivered over 3600 bilateral training and
consultancy projects, covering every aspect of the telecommunications
industry, training over 35,000 professionals in 33 countries

of the Commonwealth.

For more programmes : Tel: +44 (0) 208 600 3800
and courses run by | Fax: +44 (0) 208 600 3819
the PDT contact us at: | Email: programmes@cto.int

See more information !

on our website : Www.cto.int
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Please fill in this application form and fax it back to +44 208 600 3819 or return it to the CTO at the address Fill in and fax this form back to
below. Please use CAPITAL LETTERS. = +44 208 600 3819
Personal details = Eflitzr‘gspré)gga?&%team at
Mr/Mrs/Ms/Other ................. First name ... Last name ..o |

i @ Email this completed form back
OB I o to register@cto.int
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AIBSS - |  EARLY REGISTRATION DISCOUNT

Gl e POSICOTE oo COURMTY oo || Register by 11th September 2009
for a 10% discount!

NEED HELP?
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AUthOFiSINg [N MANAZEI'S MAME - Call us now on +44 208 600 3800

or e-mail the programme team at

Authorising line Manager's @Mail ... e programmes@cto.int

Payment options Summary Terms and Conditions

1) Select delegate rate The CTO will endeavour, as can be reasonably
expected, to ensure that the course is
delivered to meet delegates’ expectations.

Standard rate Early registration/Group discounts* Registration is subject to availability and
: payment received by the deadline, where
o ! specified for each course. Dates may be

CTO members g £701 % 10% i subject to changes. Travel, accommodation,

o : daily transportation to venue, subsistence

PDT partners £701 10% i and other costs are the sole responsibility
Others D £1.132 D 10% ! of the delegate and are not included in the

' : above fees.

. "
two or more delegates from same organisation Applicants are responsible for their visa

arrangements and other formalities wherever

2) Payment mode (choose one option only) i required. Course bookings may be cancelled
D ) D § at the discretion of the CTO or its partners.
Invoice Bank transfer | Applicants paying by bank transfer are

Invoice me at the above Make payments to: Coutts & Co. i responsible for bank charges and any other

address (Discounts do 440 Strand, London, WC2R 0QS, UK § such costs and should ensure the exact
not apply, payment A/C Name: CTO; A/C Number 08367507 i amount in GBP Sterling is credited in the
must be received by us Bank Sort Code :18-00-02 i CTO bank account. Applicants requiring
prior to event). SWIFT Code: COUT GB22 ; additional information prior to their booking
IBAN Reference: GB72C0OUT18000208367507 ! should ensure they provide sufficient time

before the booking deadline.
D Credit Card: Visa / Mastercard (delete as appropriate) Cancellation rules apply, as summarised
above. For a full version of our Terms and

, : Conditions, please visit our website at
Card holdeI'S NAME oo % wctoint,

Card holder’s billing address (if different from above)

Withdrawals / Cancellations / Refunds

For delegate cancellations/withdrawals,

Cardrumber L1 1 1 L [ 1 L L 1L |11 ][] | the following refund ules apply:
| . 31 days or more prior to event: the full
| amount less a handling charge of £55
Valid from ... Expiry date 3 digit security code |_|_|_|

. 30 days or less prior to event: no refund

For CTO cancellations/withdrawals, delegates
. : are entitled to a 100% refund within
S|gnature | 60 days of the cancellation/withdrawal.

i Refunds will be made by bank transfer only.

Date o Name o Signature ...
77777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777 Data Protection / Privacy
Additional information The CTO does not sell, rent or lease its
X i . . | customer information to third parties.
To help us improve our services to you and your organisation, please tell us more about yourself and your organisation. | We may, from time to time, contact you on
) behalf of a third party/partner about a
Your role in the organisation  Your area of work in the organisation | particular offering that may be of interest to
() Stratocsi~ | v T T o S T you. In those cases, your unique personally
(O strategic / executive (O Business development O Marketing and sales | identifiable information (email, name,
OPlanning O Corporate affairs O Public relations and corporate communications | address, telephone number) is not transferred
Ocontrol (O Customer service and care (O Regulatory and legal affairs ; to the third party/partner.
O Operational (O Engineering and technical management (O Telecoms network management In addition, we may share your information

with trusted partners to help us perform

; statistical analyses, send you by e-mail or
OIT/ IP management O Other i postal mail, provide customer support, or
arrange for deliveries or other such services.

OFinancial, purchasing & investor relations (3 Human resources

Your organisation type Your organisation’s service areas I ) . o

I S S i All such third parties are prohibited from
(O Government (O Fixed network / services (O Broadcasting | using your personal information except to
O Regulator O Mobile / wireless network / services O Value-added services § provide 'Eheget Seri_CffES to ttr?e CTCf).gﬂdt_ﬂ]?ty
O Operator O satellite network / services O Support 2;eygi?ﬂfeormoamﬂh ,_—aolp mo?ec?r?fclrrigtliinl y
(O Manufacturer O Internet O Other services i about our Privacy Policy, visit our website at
O other www.cto.int

64-66 Glenthorne Road, London W6 OLR, United Kingdom




